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In an era where information technology (IT) is increasingly taking a prominent role, 

there is a move by federal, provincial and territorial governments to accelerate the 

adoption of electronic health records (EHRs) [1-3]. IT facilitates numerous healthcare 

functions including clinical and population-based health research, as in the 

development of disease registries or when conducting clinical and genetic database 

research [4-5].  

Privacy has been identified as the issue that may slow and/or impede the progress of 

EHR implementation [6].  Currently, privacy best practices specific to IT do not exist 

for the health research community. 

 

The Electronic Health Information and Privacy Workshop was held on December 1, 

2005, in Ottawa, Ontario. The workshop is the first step in a broader research 

program focused on developing electronic health information (EHI) privacy best 

practices and resource tools to guide researchers, clinicians and research ethics 

boards (REBs). The workshop brought together privacy, policy and IT experts from 

across the country and represents the first workshop of its kind in Canada. It served 

to consolidate key recommendations for developing specific electronic health 

information best practices that can be applied within the 2005 CIHR Best Practices 

for Protecting Privacy in Health Research guidelines. Like the CIHR Best Practices 

and owing to the changing nature of IT, the recommendations should be reviewed at 

least every two years. The principle recommendations that emerged from the 

workshop are: 

Policy Alternatives for the Health Research Community: 
 

1. A model is needed that will integrate the following three policy alternatives 
into electronic health information privacy best practices for clinical 
research. The policy alternatives include: 1) Independent prior review of 
individual projects for privacy confidentiality and security issues; 2) Periodic 
audit of IT providers; and 3) Provide training and tools (e.g., standardized 
privacy checklist, e-learning module) for the clinical research community.  

 

2. Privacy accountability frameworks with clear privacy policies should be 
required for all electronic health information custodians.  
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3. Threat risk assessments such as privacy impact assessments should be 
conducted by EHI custodians and IT vendors, as part of a total risk 
management approach. 

 

4. Lessons learned from practices in e-commerce as well as from other 
countries utilizing electronic health information systems should be compiled 
as part of a knowledge transfer mechanism. 

 

Next steps: Future workshops will help guide the development of electronic health 
information privacy models as well as provide feedback and direction to the 
development of standardized privacy guidelines (e.g., EHI privacy checklist) and 
educational resources for the health research community. The need for standardized 
EHI best practices and educational resources have been identified as priorities for 
action.  

 

 

De-identification (anonymization) of Electronic Health Information: 
 

1. Consistent vocabulary or a lexicon of commonly used terms (e.g., 
anonymization, de-identification, re-identification) should be developed. 

 

2. More research is needed to evaluate re-identification risk of potentially 
identifying variables in the Canadian context so that guidance can be 
provided to the health research community (i.e., similar to the HIPAA 
variable list). Due to the changing nature of IT, this research should 
continue on an ongoing basis. Specific areas of focus include extending 
current re-identification risk studies on: 

 

• Re-linking data across private databases where data sharing is 
assumed to be on an anonymous basis; 

 

• Identifying additional sources of data, for example, what information 
is available commercially through data-brokers (in Canada and the 
U.S.); 

 

• Identifying other variables that may pose equal problems to the ones 
found by Sweeney using date of birth, gender and a partial postal 
code. 

 

3. Engage other sectors such as justice and the private sector (e-commerce) 
in this dialogue. 
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Next steps: El Emam et al. [7] are currently expanding their study on data re-
identification risk to include a larger sample size in the province of Ontario and hope 
to replicate this work in other jurisdictions across the country. 

 

 

IT Outsourcing: 

 

1. As part of the informed consent process, disclosure is required about security 
and confidentiality measures including whether data is being outsourced. 

 

2. Establish recognized mandatory standards and selection criteria for IT 
vendors.  

 

3. Implement formal institutional policies detailing the obligations for data 
sharing within and between institutions (possible link to an accreditation 
system). 

 

4. Provide training and best practices for the health research community related 
to IT outsourcing. Specifically, guidance is needed for REBs about what they 
need to know and ask. 

 

5. Develop clear contractual agreements (including pro forma contracts), which 
outline what can be done with outsourced data.  

 

Next steps:  IT outsourcing recommendations need to be incorporated into 
standardized best practice guidelines (e.g., EHI privacy checklist) that would be 
available to the health research community. A future workshop would serve to further 
develop, refine and discuss implementation of these strategies.  

 

The workshop outcomes need to be disseminated broadly in order to promote 
awareness of these issues and generate further reflection and discussion among the 
health research community, EHI privacy experts and stakeholders, and the broader 
Canadian public. 
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